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1. PPD 21 (Presidential Policy Directive 21)

2.  NIPP (National Infrastructure Protection Plan )

3.  Cybersecurity and Infrastructure Security Agency (CISA)
4. DHS LEXICON

5.  FEMA Series (452 - ...)

6. etc
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specific entity that s of such extraordinary importance that its
Incapacitation or destruction would have a very serious, debilitating

effect on the ability of a nation to continue to function effectively
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Malware
Application-based Spyware
Privacy threats
Vulnerable applications

Phishing
Web-based Drive-by Downloads
Browser exploits
Network-based Network exploits
Wi-Fi sniffing
Physical-based Lost or stolen devices
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What to Secure?

V Hardware

Laptops, Desktop PCs, CPU,
hard disk, storage devices,

cables, etc.

V Information

Personal identification such as
Social Security Number (SSN),
passwords, credit card numbers,

etc.

V Software

~

Operating system and software

applications
Py
N

V Communications l

Emails, instant messengers, and
browsing activites
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Motivations Behind Attacks
January 2016

u Cyber Crime
Hacktivism

¥ Cyber Espionage

B Cyber Warfare
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~ Terrorist
~ Cyber Attack

Terrorist
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Cyber
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Organized '
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LEVEL OF DANGER

Small

individual *TRnelS

Hackers

SPECTRUM OF THREATS
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High Power Microwaves (HPM). Coupling to Systems

< |

Front-D Coupling Back-Door Coupling

* Through antennas, sensors etc, * Penetration through holes,

* For microwave receivers: HPM joints etc. lllustrat
frequency within receiving band, *Resonance atapprox. 1-3GHz. .

* Protection: transient protectors, filters. * Protection: shielding, filtering. g FO
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